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Art Unit: 2611 

DETAILED ACTION 
Specification 

1 . Applicant is reminded of the proper language and format for an abstract of the 
disclosure. 

The abstract should be in narrative form and generally limited to a single 
paragraph on a separate sheet within the range of 50 to 1 50 words. It is important that 
the abstract not exceed 1 50 words in length since the space provided for the abstract 
on the computer tape used by the printer is limited. The form and legal phraseology 
often used in patent claims, such as "means" and "said," should be avoided. The 
abstract should describe the disclosure sufficiently to assist readers in deciding whether 
there is a need for consulting the full patent text for details. 

The language should be clear and concise and should not repeat information 
given in the title. It should avoid using phrases which can be implied, such as, "The 
disclosure concerns," "The disclosure defined by this invention," "The disclosure 
describes," etc. 

2. The abstract of the disclosure is objected to because line 1 contains the phrase 
u is described", which should be removed, and contains over 150 words, and should be 
shortened to 150 words or less. Correction is required. See MPEP § 608.01 (b). 



Claim Objections 

3. Claim 3 is objected to because of the following informalities: Line 1 reads "The 
method of claim 1" and should be changed to -The method of claim 2--, for 
consistency. Appropriate correction is required. 



Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
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A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

5. Claims 1, 7, 9, 12, 14, 17, 19, and 25 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Sullivan et al. (6,069,647). 

Regarding claims 1 and 19, Sullivan discloses a method and article of 
manufacture comprising: 

Selecting a protected content sink device for display of a content stream 
(selection of programmable unit 120, col. 2 line 64 - col. 3 line 9 and col. 3, lines 
55-65); 

Storing, by a content stream source application (operating system of 
interface unit 1 10, col. 3, lines 55-65 and col. 4 lines 57-65), an expected session 
identification code (time sensitive key, col. 3, lines 55-65) of a display content 
stream path from which content is received by the protected content sink device 
(content stream path is communication link 140, col. 4, lines 48-56); 

Opening a secure connection between the content stream source 
application and a transmitter unit attached to the content sink device 
(establishment of session key, col. 8, lines 24-43, wherein the content sink 
device must include a transmitter unit for transmitting the received information to 
the internal components of the sink, col. 5, lines 45-54); 
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Transmitting the content stream to the transmitter unit (digital bit stream 
160, col. 4, lines 35-47) along with an updated session identification code (the 
time sensitive key is transmitted to programmable unit 120 from interface unit 
1 1 0, col. 7, lines 10-21) that is stored by the transmitter unit (programmable unit 
120 also stores the TSK, col. 3, lines 55-65) and identifies a display content 
stream path on which the content stream was transmitted (TSK is a vital piece of 
information which enables the transfer of information over the content stream 
path, col. 3 line 66 - col. 4 line 20); 

Requesting, by the content stream source application (1 10), the updated 
session identification code from the transmission unit (interface unit 110 requests 
the TSK back from the programmable unit 120, col. 8, lines 44-60) using a 
content protection protocol (communications are encrypted using the session 
key, col. 8, lines 24-43); and 

Comparing (at interface unit 110) the updated session identification code 
received from the transmitter unit against the expected session identification 
code to ensure that the content display stream has not been routed to an 
unprotected content sink device (col. 8, lines 56-60). 

Regarding claims 7 and 25, Sullivan discloses the method and article of 
manufacture of claims 1 and 19, wherein comparing the session identification 
code further comprises: 
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receiving a status word containing the updated session identification code 
from the transmitter unit and computing a digital signal across the status word to 
verify the authenticity of the status word (communications are between 1 1 0 and 
120 are encrypted, col. 8, lines 24-43, thus the requested session identification 
code is received as an encrypted status word, wherein the status represented by 
the word is in regards to the identity of 120, and successful decryption involves 
computing a digital signal across the word and verifies the authenticity of the 
status word); and 

comparing the updated session identification code against the expected 
identification code and when the updated session identification code is not equal 
to the expected session identification code, discontinuing the transmission of the 
content stream (col. 8, lines 44-60). 

Regarding claims 9 and 14, Sullivan discloses an apparatus, comprising: 
A transmitter unit (fig. 1 , programmable unit 120, col. 5, lines 45-54) 
attached to a respective display content stream path (fig. 1, communication link 
140, col. 4, lines 48-56) from which content is received (content is digital bit 
stream 160, col. 4, lines 35-47) and stores an expected session identification 
code identifying the respective display content stream path attached to the 
transmitter unit (time sensitive key, col. 4, lines 20-34); 

A graphics controller (fig. 1 , interface unit 110, col. 4, lines 57-65) 
transmits content to the transmitter unit attached to a display content stream path 
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(col. 4, lines 35-47) along with an updated session identification code that is 
stored by the transmitter unit and identifies the display content stream path on 
which the content stream was transmitted (time sensitive key is sent after 
selecting the secure content sink, col. 7, lines 10-21 , which is stored by the 
programmable unit, col. 7, lines 40-58); 

A content sink device displays content transmitted by the graphics 
controller (programmable unit 120 is an output for display, col. 5, lines 45-54); 
and 

A content source application (operating system of interface unit 110, col. 
3, lines 55-65 and col. 4 lines 57-65) selects a protected content sink device 
(selection of programmable unit 120, col. 2 line 64 - col. 3 line 9 and col. 3, lines 
55-65) for display of a content stream (digital bit stream 160, col. 4, lines 35-47), 
opens a secure connection with a transmitter unit attached to the protected 
content sink device (col. 8, lines 24-43), requests the updated session 
identification code from the transmission unit (col. 8, lines 44-60) using a content 
protection protocol (the communications are encrypted) and compares the 
updated session identification code against the expected identification code to 
ensure that the content display stream has not been routed to an unprotected 
content sink device (col. 8, lines 44-60); 

Wherein a processor executes said instructions (fig. 2, controller 250). 
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Regarding claims 12 and 17, Sullivan discloses the apparatus of claims 9 
and 14, and further discloses a digital visual output port (fig. 2, I/O port 1 14, col. 
4 line 57 - col. 5 line 13) such that the transmitter unit is coupled to the graphics 
controller by the digital visual output port (col. 5, lines 11-13). 



Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

7. Claims 2 and 20 rejected under 35 U.S.C. 103(a) as being unpatentable over 
Sullivan in view of Blumenau et al. (US 2003/0115324 A1) [Blumenau]. 

Regarding claims 2 and 20, Sullivan discloses the method and article of 
manufacture of claims 1 and 19, wherein the interface unit (110) contains a 
graphics controller (fig. 2, controller 250 which controls with flow of graphics 
through the interface unit, col. 5, lines 28-44) but fails to disclose prior to 
selecting the protected content sink device: 

Generating a series of session identification codes for each display 
content stream path supported by the graphics controller and transmitting, by the 
graphics controller, a session identification code to a corresponding transmitter 
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unit from the series of identification codes for each transmitter unit attached to 
the graphics controller. 

In an analogous art, Blumenau teaches generating a series of session 
identification codes for a series of connections supported by a data management 
system and transmitting, by the data management system, a session 
identification code to a corresponding host unit from the series of identification 
codes for each host unit attached to the data management system (paragraph 
52), further enhancing and augmenting the security of system a system which 
supports multiple connection paths (paragraph 51). 

It would have been obvious at the time to a person of ordinary skill in the 
art to modify the method and article of manufacture disclosed by Sullivan to 
generate, prior to selecting the protected content sink device, a series of session 
identification codes for each display content stream path supported by a graphics 
controller and transmitting, by the graphics controller, a session identification 
code to a corresponding transmitter unit from the series of identification codes for 
each transmitter unit attached to the graphics controller, as taught by Blumenau, 
for the benefit of providing enhanced security over multiple connection paths 
(such as interface unit 110 acting as a home gateway for several programmable 
devices 120 throughout a home). 

8. Claims 5, 6, 23, and 24 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Sullivan in view of Ming et al. (5,710,815) [Ming]. 
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Regarding claims 5 and 23, Sullivan discloses the method and article of 
manufacture of claims 1 and 19, and additionally discloses receiving, by a 
graphic controller (fig. 1, interface unit 110, includes a graphic controller for 
facilitating the transmission of the digital bit stream, col. 4, lines 35-47), the 
content stream from the content stream source application for display on the 
protected content sink device (the graphic controller will forward the content 
stream through output port 1 14 for delivery to the display device, col. 4 line 57 - 
col. 5 line 13). 

Sullivan fails to disclose transmitting the updated session identification 
code to the transmission unit during a vertical blanking interval (VBI) in the 
content stream, detecting, by the transmission unit, a VBI signal within the 
content stream, latching, by the transmission unit, the updated session 
identification code when the VBI is detected, and repeating the transmitting, 
detected, and latching steps for a duration of the content stream. 

In an analogous art, Ming teaches inserting authorization information 
(access control data, col. 6, lines 6-15) into the VBI of a content stream (col. 6, 
lines 16-29) repeatedly, for the duration of the content stream (the access control 
data is found within every video frame, col. 7, lines 22-30), for the benefit of 
maintaining an on-going access control scheme using an otherwise unused and 
unobtrusive section of a content stream. 

It would have been obvious at the time to a person of ordinary skill in the 
art to modify the method and article of manufacture of Sullivan to include 
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repeatedly inserting the updated session identification information in the VBI of 
the content stream, which inherently includes detecting and subsequently 
latching the updated session identification code during the VBI in order to retrieve 
it, as taught by Ming, for the benefit of maintaining the access control scheme 
using an otherwise unused and unobtrusive section of a content stream. 

Regarding claims 6 and 24, Sullivan discloses the method and article of 
manufacture of claims 1 and 19, but fails to disclose performing the transmitting, 
requesting, and comparing after a predetermined period of time and repeating 
the performing while the content stream is displayed on the protected content 
stream device. 

In an analogous art, Ming teaches utilizing access control information to 
restrict access to content streams on an on-going basis (access control 
information is within every frame of video data, col. 7, lines 22-30) granting 
access control over live broadcast streams (col. 6 line 59 - col. 7 line 30), 
negating the possibility of an unauthorized user from simply waiting till after 
authorization information has been sent before attempting to access a content 
stream. 

It would have been obvious at the time to a person of ordinary skill in the 
art to modify the method and article of manufacture disclosed by Sullivan to 
include utilizing the session identification codes to control access to content 
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streams on an on-going basis, as taught by Ming, for the benefit of maintaining 
content sink verification in a on-going manner. 



Allowable Subject Matter 

9. Claims 3 (interpreted to be dependent on claim 2), 4, 8, 10, 11,13, 15, 16, 18,21, 
22, and 26 are objected to as being dependent upon a rejected base claim, but would 
be allowable if rewritten in independent form including all of the limitations of the base 
claim and any intervening claims. 



Conclusion 

10. The following are suggested formats for either a Certificate of Mailing or 
Certificate of Transmission under 37 CFR 1.8(a). The certification may be included with 
all correspondence concerning this application or proceeding to establish a date of 
mailing or transmission under 37 CFR 1 .8(a). Proper use of this procedure will result in 
such communication being considered as timely if the established date is within the 
required period for reply. The Certificate should be signed by the individual actually 
depositing or transmitting the correspondence or by an individual who, upon information 
and belief, expects the correspondence to be mailed or transmitted in the normal course 
of business by another no later than the date indicated. 
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Certificate of Mailing 

I hereby certify that this correspondence is being deposited with the United States Postal Service with 
sufficient postage as first class mail in an envelope addressed to: 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

on . 

(Date) 

Typed or printed name of person signing this certificate: 



Signature: 



Certificate of Transmission 

l hereby certify that this correspondence is being facsimile transmitted to the United States Patent and 

Trademark Office, Fax No. (703) - on . 

(Date) 

Typed or printed name of person signing this certificate: 



Signature: 



Please refer to 37 CFR 1 .6(d) and 1 .8(a)(2) for filing limitations concerning 
facsimile transmissions and mailing, respectively. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Dominic D Saltarelli whose telephone number is (703) 
305-8660. The examiner can normally be reached on M-F 10-7. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Christopher Grant can be reached on (703) 305-4755. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). 



Dominic Saltarelli 
Patent Examiner 
Art Unit 2611 



DS 




CHRIS 6RAMT 
PRIMARY EXAMINER 



